NAMATKA
O BO3MOXKHbLIX BUgax M cnocobax
MOLUWEeHHMYEeCTBa M nopaake
obecneueHus NnMYHOMU (hMHaAHCOBOM
GesonacHocTH
(ana yuacTtHukos CBO)




B noBceaHeBHYK XWU3Hb aBce . 6onblue
BHeApPAKOTCS pa3HooOpa3HbLIe uncppoBblie
TEXHOSIOTMW B Ka4vyecTBe NJATEeXHbIX CUCTEM:
NNacTUKOBbIEKapTbl, CMapThOHbI U KOMALIOTEPLI.

OpHoBpeMeHHO C . pa3BUTUEM .  Takux’
YCTPOUCTB ‘M CEepBUCOB TOABAAKICA BuAabl
MOLUEeHHUYECTB, nossonswuue NpUCBOUTL
AEeHeXHble cpeacTBa rpaxaaH, ‘B .TOM 4ucne
y4yacTtHukoB CBO 1 nx poacTBeHHUKOB.

YUTOObLIT He cTaTb XepTBOW, Heobxoanmo
cobnopatbL npaBuna 6e3onacHoOro nosib3oBaHUA
undpoBbLIMU YyCTPONCTBaMM, coaepxawmmm
NINYHbIe AaHHble, a TaKXe AaHHble 0 GAHKOBCKMUX
KapTax, cyeTax. :

MNpoaHanusuposas TUMUYHBIE cnyvam
MOLLeHHMYecTBa B _oTHoweHun yyactHukos CBO un
7). 4 pOp,CTéeHH_v_l-KOB, cneunanuctel MBI Poccuu
nogrotoBunn pAana Bac namsatky. [Tpeanaraem
BHMMaTesIbHO O3HaKOMUTESA C ee coAepXaHUueM U
NpUAEepPXKMBATLCA = U3NMOXKEHHbIX peKoMeHAaauun.
JTO NoMoXxeT.Bam cbepeyb AeHeXHbIe cpeacTesa oT
BO3MOXHBIX XULLEHWI.



= U LN

SMS C NPOCbBOW O MOMOLLIA
YYACTHUKAM CBO

AGOHEeHT nony4yaetT Ha MOBUNbLHbLIN TenedoH
coobuweHne: «XoTute NOMOYb  Y4aCTHMKaM
cneumanbHOU BOEHHOW onepauun? lNepeuncnurte
cpeacTBa, otnpaBuB SMS Ha KOPOTKUA HOMEpPY.

KAK OBE3OINACUTbL CEBS. Cnepyer
NOMHUTB, 4TO No obuwemy npasuny Ha SMS c
He3HaKOMbIX HOMEpPOB pearupoBaTh Henb3sl, 3TO
MOTyT ObITb MOLUEHHUKMN.

Ecnn xomnTe oOKasaTb, MaTepuanbHyH
NnoMoLLb y‘laCTI-.I_i/IKaM CBO, To npeMcTBynTe TaK:

Havgute ‘B opuumnarbHOM WNCTOYHUKE — Ha
canTe, Ha CTpaHW4YKe B COLCETAX UNIN B Tenerpam-
KaHane, AaHHble 00 opraHu3aumn OKa3biBaroLieun
nomowb y4yactHukam CBO;

npoBepbTe NOANMUHHOCTb AaHHbIX o

AeATeNnbHOCTU | oOpraHu3auunm. Ans aToro
O3HaKOMbTeChb oT3biBamMu ~ O ee pabore,
nepe3BOHUTE ?Xomak TeriechoHy ' m
yTOYHUTE Uenu opraHusaum opﬂp,ox okasaHusA

NnOMOLWM yYaCTHUKaM CBO, pPeKBM3nTbL, Ans
nepevyncneHns AeHeXHbIX cpeacTs. Hanpumep, Ha
cante npoekta «Bce gnsa no6eabi» "HapogHoro
®poHTa ykasaH Homep 3030 Ans aboHeHTOB Tele2 -
n Poctenekom BusHec, Ha -~ KOTOpPbIM MOXHO
otnpaBnaTb CMC c cymmon fiokepTBOBaHUSA.


https://pobeda.onf.ru/

COOBLLEHUE B COUMATBHBIX CETAX O
MOMOLLN B MNOUCKE BOEHHOIUJIEHHbIX,
" NPONABLUUNX BE3 BECTU

¥ YyactHuky CBO npuxoauT cooblieHue B

coumansHon cetu. MoweHHUK coobuiaeT, 4TO
MOXeT NOMOYb B Noucke poACTBEHHMKa Unu apyra,
KOTOpbIi nonan B MAEH, paHeH. [Ons 3Toro
npennaraeTcs  nNepe4YucnuTbL cpeacTtBa  Ha
yKasaHHbIN B coobuleHun ) cyet, TenedOoHHbIN

_____ ci ‘_’!!“CKOM depnepauuu, ny6nw1HB|e .h.,l-‘

BAacTt¥ /WNW opraHusauMm, KoTopble: ATUM

ohULMANLHO 3aHNMAIOTCH: = {
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COOBLUEHUE OB OPOPMINEHUA
KPEOAUTA

YyactHnky CBO noctynaet 3BOHOK  OT
¢hanbWMBOro coTpyaHMKa cnyxobl 6e3onacHOCTU
GaHKa wIn COTpPyAHMKA NpPaBOOXpPaHUTESIbHbIX
OpraHoB C COOOLWEeHMEM O TOM, YTO MOLUEHHUKMU
odopMusin Ha ero ums KpeaguT. YToObl He NNaTUTL
no 4Yykum pgonram, ydactHuky CBO npegnarator
CPOYHO OMdQOpPMUTL TaKOW Ke KpeauT camMomy
(BCcTpeyHbIN 3aeM), a [OeHeXHble cpeAacTBa
OOHanMuMTb M nNepeBecTM Ha TaK HasbliBaeMbIU
GesonacHbIN UNM pacyeTHbIN CYeT UK nepenartb
TPeTbUM RnLam.

KAK OBE3OINACUTb ' CEBS. « Heobxogumo
NOMHUTb, 4YTO NIOOOM NOAOOHLIN 3BOHOK —=' Oeno
PYK MoLleHHUKOB. Cnyx06blI 6e3onacHocT 6aHKOB
M COTPYAHMUKN * NMpaBoOOXpaHuTenbHbIX o?p?i‘aﬂes
HUKOr4a Hey3BOHAT rpaXxgaHam ¢ cogﬁmel-mmym 0 J
HeoOxoguMOCTU B3ATH Kpeawr n nepeBecT y
OeHbrM Ha «6e30nacHBINY UK « BHBIN» Cye A
Mpn nocrtynsieHud NOJOOHLIX 3BOHKOB cnep)

KapTbl. Hago NOMHUTbL: MOHATUM «6e30
WAU «pe3epBHbLIN» CYET, «BCTPEYHbIN 3
CyLlecTBYeT .




NMPEONOXEHUE CKAYATb HA
MOBWUIJIbHbIU TEJIE®OH
(UCMOJIb3YEMbIN OJ14 NOKYNOK Ui
OIJIAThI) MPOIrPAMMY AO5NA YOAJNIEHHOIO
AOCTYINA BAHKA K TAQXETY

YyactHuky CBO noctynaer tenedOHHbIN 3BOHOK
uwnu  npuxoaut coobuweHue oT  ¢anbwUBOro
coTpyAHMKa OaHKa € npeanoxeHWem cKavaTb Ha
MOOUNBbHbLIN TenegoH (Mcnonb3yeMbi ANs NOKYMOK
unu onnatbl) nporpammMmy AnNs yAaneHHoOro pocrtyna
6aHKa K rapxeTy, 4TOObI 3aWMTUTB €ro. oT B3J0Ma,
AMbO0 Ans npoBepKM Oe3omacHOCTWU 'AeACTBYHOLLEro
(yctaHoBREeHHOro) 6aHKOBCKOro NMPUMTOXEHUA «KOHMauH
-6aHK». Takas nporpamMmma npepocTaBnser
MoLleHHUKaM MNOSNHbIA AOCTYN K TenedoHHOU KHure,
MOOMILHBIM <0aHKaMus1 ~ APYrMM ~AINYHBIM. OaHHBIM,
KOTOpbIe“Afa<Baller0 yaoo6cTBa XPaHATCH B NaMaTu
ragxera.

KAK. +~OBE3OMACUTbL CEBA. Y10o06bI  He
OKasaTbCA KEPTBOM - MOLIEHHUMKOB  Heobxoaumo
NOMHUTL cneayrouiee:

nooon noAoOHbIN 3BOHOK OOIKeH
HacTopOXNTk:. BaHK "HMWKOroa 'He' npocut KaMeHra
yCTaHaBMBaTh NPOrpamMmMbl Ha TesTeddoH;

Henb3s ycTaHaBnuBath Ha TenedoH
HEeN3BeCcTHbIe MOGUSIBHBIETMPUnoXeHus!

CpeAl HUX" MOryT oKa3aTbesi Kak BUPYCHbIE
nporpaMmmbl, TakK U CepBUCbl NO yAasieHHOMY
ynpaBneHuto TeriedpoHoM s Ecnu™ kK HeMmy noaKnO4YEHbI
CUECTEMbI "AUCTaHLUMOHHOFO “ynpaBrieHns nHaHcamu,
AaHHBIe BpeAOHOCHbIe TIPOLpaMMbIl MOfydaT AocTyn K
HAM U K JUHAHCOBLIM cbepexeHnAM. YToObl
obesonacutb cebsa, He creayeT nepexoAuTb. MO
COMHUTENbHBLIM cchbifikaMm B SMS n MMS-coobLeHunsXx,
yCcTaHaBnuMBaTb NporpaMmmbl, Ha3HayeHUe KOTOPbIX He
NOHATHO. CneayeT ucnonb3oBaTth JIMLEH3UOHHOEe
aHTUBMPYCHOE nNporpammHoe obecneuvyeHue!



TENE®OHHbIN 3BOHOK NMOKYHOATENA

YyactHuk CBO.u siBnseTcs  BnagenbLem
o6bABNEeHUA, pasmMmeweHHoro B cetu UHTepHeTt o
npopaxe uMyLlecTBa. Emy 3BOHUT
«NoTeHUnanbHbIN» nokynartenb, rotoBbIN
onnaTtuTb ToBap, He TOPryAaCb, HO UCKITHOYNTESILHO
Ha OaHKOBCKYIO KapTy. [Ons 3TOoro OH npocurt
cooOWwunTsL ee Homep, cpok meucrtBusa, MNMUH-kopa;
Nnaposin, CeKpeTHble Koabl U3 coobLeHun 6aHKka o
npoBeAeHHOU onepauuvu.

KAK OBE3OIACUTb CEBS. HemepgneHHO
npepBaTtb pPa3roBOp, MOCKONIbKY 3TO MOLUEHHMK!
NokynaTenb He OyAeT MHTepecoBaTbCA AaHHbIMU
GaHKOBCKOM KapTbl U KogaMu.

SMS UK 3BOHOK'U3S BAHKA
O BJIOKUPOBKE KAPTbI

YyactHuky CBO nocrtynaet TenedOHHbIN
3BOHOK unu npuxogut CMC cooOiieHne ot MMeHuU
GaHka O TOoM, 4YTO ero  .OaHKOBCKasa KapTta
3abnokunpoBaHa. YyactHuky CBO _coob6uwatoT, 4yto
ans pa36roKMpoBKU 0aHKOBCKOM KapThbl
Heob6XoAMMO MeperuTU Mo CCbifKe, yKa3aHHOM B
coobleHnM wnu Ha3BaTb 3BOHSALWEMY HOMep
6aHkoBckon KapTbl, NMAH-koa, naponu, cekpeTHble
KoAabl, KoTopble npuxoannu B SMS coobweHun oT
6aHkKa.

KAK OBE3OIMNACUTb CEBA. He Toponutbcs
HeMeAsnieHHO BbINOMHATL TpeboBaHMA  nuua,
npeacTtaBMBLUErocs COTPYAHUKOM OaHka.
CBaAsaTbCcA CO cCnyXbou noaAepXKU KIMEHTOB
CaMOCTOATEeNIbHO, 4YTOObl Yy3HaTb O COCTOSIHUMU
KapTbl.



NMPOUCLUECTBUE C POOACTBEHH
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Yuag J CBO noctynaer Tene¢goHHbIN
3BOHOK unu npuxoaut CMC coobuieHne oT nuua,

npeac erocs COTPYAHUKOM
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OLUMBOYHbIN NEPEBO CPELCTB

YyacTHuky CBO npuxoaurSMS-coobLieHune o
NOCTYNJSIEHUN CpeacTB /Ha cYeT, nepeBefeHHbIX C
nomouibio ycnyrn «MobunbHbIn nepesoa» nuéo ¢
TepmuHana onnatr ycnyr. Cpasy nocne 3Toro
nocTynaeT 3BOHOK M COOOLIalOT, YTO Ha cueT
y4dyactHuka CBO omw6oq|;|o¥nepe3e.qe|-|b| AeHbIM "
NPOCAT BEPHYTb UX OOpaTHO TeM xe «MobunbHbIM
nepesogom» nnbo nepeBecT Ha «npaBuUsibHbLINY»
Homep: Ecnu nepEBecm TO TakKasa e CcyMmma
CrUéLIBaeTCs Co cueTa yyacTHuka CBO.

KAK OBE3OlNACUTb CEBfA. CoBetyem He
nogaaBaTbCs - Ha o69na|-|. Ecnu-npocAT nepeBecTu
AIKOObI -~ OWNOOYHO  nepeBeAEHHYIO  CYMMY,
HeOOXOAMMO = HAMOMHMUTb, YTO ..ANns  3TOro
ucnonbayetca-geK. OTroBopka, YTo «4eK NoTepsH»,
cKopee BCeroj cBuaeTenbLCTBYeT O TOM, 4YTO C Bamu
obLaeTcs MOLLUEHHMUK.

A



KOMNEHCALIUA3A NEKAPCTBEHHbIE

Yepes HEeKOT: ‘BpEMﬂ nocne
ocyLeCTBNEHUs y4acTH BO 3aka3sa no nouyrte
neKapcTBeHHOro npenapara fAocTynaeTt 3BOHOK Mo
TenedoHy n Hen3BeCTHbIN (AKOObI NpeacTaBUTENb

MuHuctepctBa 3ApaBOOXPaHEHMU HanoroBbIN
MHCMEeKTop o COTPYOHUK
NpaBoOOXpPaHUTENbHEIX @PraHoB) aeT, u4To
npuoGpeTeHHbLIN npenapar SAKOObI Kasancs

nogaenkomn 7 nokynartento MofoXeHa
KOMneHcauus B pasmepe ot 150 TbicAY pybrien un
Bbilwe. YToObl Nnony4nTb 3TM AEHbIUM Heobxoanmo
3ansaTuTb NOAOXOAHbLIN Hanor ¢ CyMMbl, B CBSA3U €
YyeM 3M10YMbILWSIEHHUK YKa3biBae , Ha
KOTOPbIN HEO6X0ANMO nepeBECTU HEAbIN.

KAK OBE3OINACUTb CEBA. HemepgneHHoO
npepBaTb pPa3roBOp, MNOCKOJIbKY 3TO MOLUEHHMUK!
MNMpeactaButens MuHucTepcTBa 3A4paBOOXpPaHEHUS,
HanoroBbIN MHCNEeKTop nn6o COTPYAHMUK
—— MpaBOOXpPaHUTENbHbLIX  OpPraHoB He  OyayTr
obpallaTbCcs C TaKUMU-IPEeaNoXK




COOBLUEHUE OT HEU3BECTHOI'O
ABOHEHTA

Ha TenedoH yuyactHuka CBO npuxogut
cooOuweHne cnepywwero Buaa: «Bam npuwno
MMS-coobuieHne. Ona nonyvyeHuss npownauTte no
ccbinke...». lMpn nepexoae no.ykasaHHoMy aapecy
Ha TenedoH ckaunBaercs BUpYC u npoucxop,vn

lepes  AKOObI
KiMBaHVIVI

nxoauTt
BE upaetecb
KMM Hgmep , BN
lopTBepKAEeHNS One| [lpaB ecoe6me|-mef"
c'i uwd)po*mi,i.unﬂ oT eHb pon 0b. Mpu
ovrnpaBKe no TBep)K,qIHVIH o c eTa aboHeHTa
CMueLIBaOTCA.AEHEXHbIE _CpeacTBa. Mou:teHHMKu
Mcno:?lt,syroT cneuymarnbHble nporpaMMbl KOTOpre

NO3BOMSAIOT aBTOMaTUYECKN reHepPUPOBaTh ThICAYMN
Takux doo6u4eva| Cpasy nocie-nepeBoasa

~, BMONHe BO3MOXHO, YTO B “€
TenecdooHa Oynet aBToO YECKN CHSATa Kpy Hasl <y
cymMmma. " N
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1. Ecnn 3BOHAT nofo3puTenbHble nuua, TO HeMeAneHHO
npepBute pasrosop! lNpu gnuTensHOM pa3roBope MOLUEHHUKU BHyLUAT
Heob6XxoAMMOCTbL UCNONHUTL UX TpeboBaHusA! [ina aToro pasroBop 6yaer
BECTUCb B “TeMne _«AaBneHUs» +(4Tobbl -Bbl He MornM mnpepBaTb
pasroBop), - Bac - 6yayTi-3anyrMBaTh --HeraTMBHbLIMU —ROCAEeACTBUAMU
(AeHexHble cpefcTBa HY)XXHO HeMedfeHHo.06e3onacuTb OT MOXULLEHNRA),
TpeboBaTbL HeMeANeHHbIX AENCTBUA 6€3 NpeaocTaBneHnsi BO3MOXHOCTHU
obaymaTtb ux pesynbTarthbi.

2. Hukorga n HUKOMYy. He coobLlanTe Naposiv U ceKpeTHbIe KoAabl,
KOTOpble MPUMXOAAT BaM B COOOLIEHMU OT OaHKa. TornbKo MOLUEeHHUKU
cnpailuvBaloT 3TM NApPoOnu U Koabl.

MomMHuTe: XpaHeHue pekBuanToB u lNMUH-kopa B TanHe — 3TO
Bawa oTBeTcTBEHHOCTb ' M 06s3aHHOCTb! HUKTO, HM 6aHK, Hwu
npaBooOXpaHUTENbHbIe OpraHbl, He BnpaBe TpeboBaTb Baw [MUH-koa m

naponb!

3. OnepaTuBHO-PO3bICKHbIE LencTBus, cneAcTBeHHbIe
MeponpuaTUA no TenedoHy He npoBoAATcA!

Cnyxobl 6e3onacHocTU 6aHkoB 7] COTPYAHUKN

NnpaBoOOXpPaHUTENbHbLIX OpPraHOB HUKOrAa He 3BOHAT rpaxaaHam cC
COOOLIEHMAMU O HEOOXOAUMOCTU B3ATb KpeauT U NepeBecTy AeHbrn Ha
«6e30MacHbINY UNKU «pe3epBHbINY cYeT!

Hukorpa He coBeplianTe HUKaKuUx MEPeBOAOB U He nepeadaBanTe
OeHbr TpeTbMM nuuam.

4. He nepe3BaHuBanTe€ NoO TenedoHam W HE nepexoguTte Mo
noao3puTesibHbIM CChUIKaM, KoTopble yka3aHbl B, CMC coobueHusx,
cooOLeHnsax wu3” couuanbHbIX CeTeNW U 3feKTpoHHou nouTbl! He
OTKpbIBaWTe COOOLEHUA C He3HakoMbix appecatoB! Tam wmoryT
cofepxaTbCA LUNUMOHCKUE NporpamMmMbl, MOMOrarowme NOXMTUTbL Baluu
6aHKoBCKUe paHHbie!

OTKasbiBauTECh OT NPEANONKEHNN MOGTOPOHHUX NUL, KOoTopble
npepnaraloT ckadyatb Ha TenecgoH nporpammbl RustDesk u AnyDesk, a
3aTem npenocTaBUTb KoAbl goctynal OHW AaloT AoCTyn K ynpaBieHuIo
TenecpoHoM U OecnpenATCTBEHHOMY: - ynpaBneHuro GaHKOBCKUMM
cyetamun! MoLlEHHUKN MOTYT NEPEeBECTU Baluy AeHbLIU B APYron OaHK, a
[oKasaTb 3TO OypeT HeBO3MOXHO, T.K. ¢ GaHKOM B3auMmogencTBOBan
Baw TenedoH.

5. OkasbiBanTe nNoMollb WM BeguTe Nouck y4vactHukoB CBO
yepe3 MuHuctepcTtBo 060pOHbLI Poccuiickon ®Pepepauun, nyonuyHbie
OpraHbl BnacTM WU OpraHv3auumn, KoTopble 3TUM oduunanbHO
3aHMMaloTCA.

6. NMpu nonyyeHnu coTo- N BUAEOMaTepUanoB ¢ U3obpaxeHNneM
yyactHukoB. CBO wunm  ux poACTBEHHUMKOB He npeanpuHuManTte
NocnewHbIX AEeNCTBUA, OHU MOTYyT CreéHepuMpoBaHbl MPOrpamMmmMHbIM
obecneyeHuem.

lNocTapanTecb cBA3aTbCA C HUMM MNU BbISCHUTL CyAbOy Yepes3
MuHucTepcTBO 060pOHbLI Poccuiickon ®epgepaumm.



